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01 AIUKEN CYBERSECURITY. Who we are?

1.100 Cybersecurity Experts

2.Presence in Europe, Latin
America and Middle East

. §I 2 3.Global Cybersecurity for
y X% Multinational & Government
- 4.+500 GLOBAL Customers
.-’ 5.+30% Annual Growth

6. International Recognized
Certifications by Gartner

[ .Global Operations Facilities In 5
countries
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] 01 Our mission

Aluken's mission is to continue developing its innovation, technologies, services and Security
Infrastructures to achieve the best level of security and secure access to the cloud, Internet and System
Worldwide | ™

Ailuken, is an international Cybersecurity Leader company focused on Information,
Communications and Internet Security, specialized in Cloud Security services with
high added value for Governments and Big Enterprises.

Our vision
Managed Cloud Security and We provide the technologies, services .
. . . s Objective
Protection services for large and infrastructures that facilitates
companies, SMEs and Public security and secure access to the Best Security levels. Quality. Securitv as a Service
Administration, and securing the CLOUD, Internet and y ’ Y y
digital transformation of our clients. Telecommunications Systems.

aAiu ken

Cybersecurity
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Cybersecurity Today
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New Digital Era.
Everybody Welcome
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New Digital Era.
Everybody Welcome

HEELE

Adaptive %
L] L]
lighting
Gabe Silva is at the door
- ) for tull gcreon
Audio Sharing
on Apple TV for smart light bulbs Camera feedson TV Picture in Pictu
® ococ
Doorbell
announcements Multiuser for games
New controller
support Photos app with AirPlay in 4K .
Auteemations

for HomekKit accessories

Activity
Zones
for cameras

Third-party music services
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CyberSecurity & Digital Transformation

O

Aluken

Cybersecurity



02

Digital Transformation
Rieng EXponenCial Capital Humano

Tecnologia

Innovacion

J . Estilos

de Vida

Regulacion

Demografia

Riesgos Riesgos
Asumibles Transferibles

/ Gestion de
Tendenaas

Imposible control humano



01 ' Cybersecurity Now and Future Issues aAiuken
Complex scenarios. Not scalable operations. Cybersecurity

/End Point\

Security /Threat Intelligenc?
paloalto KASPERSKY# & Big Data
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Lothythm Asset Security ...,
Armour , G . Security _ Mgmt. \APTS y &/

ot of technologies .
More expensive resources

Multiple dashboards . -

| More specific vendor specialists
Multiple alerts consoles . . .

| | | nformation disaggregation
Multiple ticketing systems - .

| | nefficient reporting management
Multiple reporting systems




01 | The problem o/g;j)legslggﬁl;\

Increased human operations relative to business growth

® 60

68
N 23 s 30 =

Human Operations

« Alerts management * |nvestigations
* |ncidents management » Devices integrations
* Tickets scalation * Use cases implementation

* Reports elaboration « Dashboards elaboration



03 | The future OAluken

)

H UM A N S R O B O T S
« Slow on alerts triage « Alerts triage at machine speed
« Slow on scoring calculation » Scoring calculation at machine speed
* A single task at same time * Thousands of tasks at same time
« Work at 8 hours shifts « Work 24 x 7 x 365
* Failures under pressure « Always just as accurate
* Limited and expensive * Unlimited and cheap
 Need to sleep and eat  Don't sleep and don't eat

We need to exclude humans from Cybersecurity
Operations
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03 | SOAR. MSSP a MDR OAluken
Gartner.

Aiuken Cloud SOC / MDR Services

Gartner positions us as an_
MDR service provider in its
global market guide.

~ Automation Response - : : _ MANAGE
OAI uken Gartner
Cybersecurity
Enabling efficient Automating repetitive Triaging, containment, |
threat detection and actions involved in and eradication of
response by organizing threat detection threats after validating

compatible products

security alerts
within a solution stack

Managed Detection

and Response (MDR)




03 | AIUKEN Al + SOAR PLATFORM = ASIP OAiuken

Cybersecurity

NST

National Institute of
Standards and Technology
U.S. Department of Commerce

Compliance
Threat Controls
< Intelligence enrcl)chment
P39S
| ® | Forwarders :

aAWS b

Reporti
Big Data SIEM R

engine

VUInerabllltles
detection

Automated
enrichment

3 Google Cloud IN PROGRESS

Integration

Dashboards d
/\

Detection Use
Cases

Adapters




03 | Aiuken Vision OAiuken

Autonomous Security Operations Center

Automatic Detection Automatic provision
Automatic Triage Automatic operations
Automatic Mitigation Scalable business

No human intervention required
Fully automatic, Artificial Intelligence
Driven, from The Cloud




03 | ASIP XDR Unattended Services

Threat
Intelligence

On
Premises
& Perimetral devices

Artificial
Intelligence
Driven

Cloud
Services

Operations

’ results

Endpoints &
Road warriors

OAiu ken

Cybersecurity

Multi-Customer autonomous SOC

Driven by Artificial Intelligence.
Feed by cloud Data Lake currently
In production

Unattended Triage within MITRE
framework

Unattended Mitigation in endpoints
and cloud services

Unattended resolution & ticket
scalation to customers
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SOAR (Auto-Mitigation)

SOC

Main Dashboard
Issues

Alerts

Detection use cases

CMDB

Orchestration

Playbooks
Operations

Integrations

Playbook: Takes feeds from a threat intelligence, checks the privilege of any stolen credential, and mitigates on the LDAP. It then notifies via err :

ticketing platform

Threat Get indicators of compromise
Intelligence

4. |>Bet_leaked_accounts

Active Enrichment

Directory
- > enrichment
P Y

4

o E

Active Reset password of user Ticketing Create a ticket
system

Directory
. > disable_account > create_ticket

T

DESCRIPTION

Mitigation of stolen
credentials

Takes feeds from a threat intelligence, checks the
privilege of any stolen credential, and mitigates on
the LDAP. It then notifies via email and creates a
ticket on the SOCs ticketing platform

l Step #1: get_leaked_accounts

Get compromised accounts from
Blueliv Threat Intel.

~: email account
1ain: gmail.com

Description: Get indicators of compromise

Step #2: enrichment

Get groups from Microsoft Active
Directory Threat Intel.

email account
gmail.com
Description: Enrichment

. Decision
: disable_account
: create_ticket

. send_email

OAiuken

Cybersecurity

Multi-customer playbooks:
pipelines abstracted from
vendors and devices

One single playbook per use
case for all SOC customers

Easy SOC playbook
maintenance: scalable
operations
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MITRE -> INDICATORS OF ATTACK oAiu ken

Cybersecurity

Malicious next actions prediction: connecting the dots

. Resource . . . Privilege . Credential . Lateral . Command and .
Reconnaissance Development Initial Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Control Exfiltration Impact
10 techniques 6 technigues 9 technigues 10 techniques 18 techniques 12 technigues 37 techniques 14 techniques 25 techniques 9 techriques 17 techniques 16 techniques 9 technigues 13 techniques
Active Scanning | Acquire Drive-by Command and Account Abuse Elevation Abuse Elevation Brute ? Account Exploitation of Archive Application Automated Account Access
Infrastructure , ; Compromise Scripting Manipulation ., i Control Control Force ;'™ Discovery 4, Remote Services Ll Collected Layer Exfiltration ,,,, Removal
Gather Victim Host ' Interpreter , ., - B Mechanism ., Mechanism , , . Data 4, Protocal
Information , ,, " Comifaggise Exploit Public- ' BITS Jobs Credenggals Application Window Internal ' ' Data Transfer Data Destruction
Accounts W Facing Application Exploitation for Gient M Access Token Access Token from Password Discovery Spearphishing  Audio Capture Communication Size Limits
Gather Victim Identity Execution Boot or Logen Manipulation ,, ;, i Manipulation ; Storegy 3 Through Data Encrypted for
Information -, M Compromise External Remote MAutostart Browser Bookmark Lateral Tool Automated Removable Media Exfiltration Impact
Infrastructure , § Services Inter-Procgls ecution ;12 Bootor Logon  BITS Jobs Expleitation for Discovery Transfer Collection Over
Gather Victim Network ’ Communiffation ;- ha L} Autostart Credeptial Access Data Alternative Data
Information .., i Develop ardware - I B&gt or Logen Execution .,  Deobfuscate/Decode I Cloud Infrastructure Remote Clipboard Data Encoding , ., Protocal ., Manipulation .,
Capabilities ., dditions Native Ag L) IniTigl(zation ' Flies or Information Forc Discovery Service : '
Gather Victim Org Scrif§s 55 Boot or Logon Authentication Session Data from Cloud Data Exfiltration Over Defacement .,
Information Ml Establish URQhishing Schgfluled Initialization Direct Volume Access Cloud Service Hijacking ., Storage Object Obfuscation .., C2 Channel
' Accounts . TaglflJob .- Browser Bgtansions Seripts ors) ut ?Dashboard ? Disk Wipe (0/2)
Phishing for ' Repigation ' Execution Capture ’ - ~ Remote Data from Dynamic Exfiltration
Information -, 1 Obtain Throfgh Shffed Modules Compromis§ Client | Create or Modify | Guardrails ., Cloud Service I’wery Services 5 Caonfiguration Resolution |, 5, Over Other Endpeint Denial
Capabilities ., Remo¥gble Media Software Bi LE System Man-in-the- Repository |, , Metwork of Service .,
Search Closed ‘ bitware Deployment Process .4, Exploitation for Defense Midd’wz; Domain w Discavery  Replication ' Encrypted Medium '
Sources SuppRChain ools Create Evasion ' Through Data from Chanrel Firmware
Comprgmise Account ., M vent Triggered Mgdify FWd Diractary Removable Information Exfiltration Corruption
Search Open System Btion .- File and Directary ihentication Discovery Media Repositories ., Fallback Channeis Over Physical
Technical Trusted Services (4, Create or Modify ' U} Permissions 0CESS |1/ Medium Inhibit System
Databases -, Relationship System Exploitation 70 Modification 5, Network Service Software Data from Local Ingress Tool Recovery
' User Exacution ., [l Process ., Privilege Escalatio ' ’etwor%iﬂing Scanning Deployment System Transter Exfiltration
Search Open Valid : OBm20licy Tools Over Web Network Denial
Websites/Domains , , Accounts Windows Event Triggered Group Policy Modificd¥ag S Credential  Network Share Data from Network Multi-Stage Service (5 of Service ;1)
' Management Executicn , ..,  Modification Dumping 4,  Discovery Taint Shared Sharad Drive Channels
Search Victim-Owned Instrumentation Hide Artifacts Content Scheduled Resource Hijacking
Websites External Remoie Hijack Execution = eal Application Network Sniffing Data from Non-Application Transfer
Services Flow ;1 Hijack Execution s Token Use Alternate Removsable Media  Layer Protocol Service Stop
Flow ., m{ Passward Paolicy Authentication Transfer Data to
Hijack Execution Process ' Steal or g\Discoverv Material ., Data Staged ,,,, Non-Standard Port Cloud Account System
Flow (541 Injection ¢y, Impair Defenses ;- Kerberos ‘ Shutdown/Reboot
' Tickets ., Per | Device Email Protocel Tunnaling
Implant Container Scheduled Indicator Removal on Discovery Collection s,
Image Task/Job 5 Host 5 5 Steal Web \ : NProxy ala
' Session Cookie Permission Gro” ? Input :
Dffice Valid indirect Command Discovery .., = Capture , ., Remote Access
Application Accounts Execution Twro-Factor ' Software
Startup ¢, Authentication Process Discovery Man in the Browser
Masquerading , ., Interception Traffic
Pre-OS Boot 5, ' Query Registry Man-in-the- Signaling 5 .
Modify Authentication Unsecured Middle ,
Scheduled Process (., Credentials ., Remote System : Web
Task/Job ., —— ~ Discovery Screen Capture Service 5,
Modify Cloud '
Server Software Compute Software Video Capture
Compenent ., Infrastructure ., Discovery .,

What are the possible next malicious acftivitiese
What are the probabillities?




04 | PATRONES Y LOGS DINAMICOS

Real-time events enrichment & context

. r

Acftive
Directory

/A

Microsoft
Azure

Endpoints

rimefral
vices

THREAT MITRE | ATT&CK
INTELLIGENCE

Malware

Data leakage
Ransomware
Credential's theft
Backdoors
Financial fraud
Espionage

Tachen Attack Patterns

Techniques

Platforms Detection

Mitigations Veciors

Threatiil S Vulnerabilities

Global
operations

ENRICHMENT FLOW - REALTIME EVENTS CONTEXTUALIZATION

Controls

- =) -

O

Aluken

Cybersecurity



MULTI CLOUD SOC

Event
Management
Standardization
Operational
Visibility

Data model
Threat
Intelligence
Digital
Surveillance
Services Mapping

OAiuken

Cybersecurity

Cloud

Advanced
Correlation
UEBA

Incident Timeline

Managed Service
Incident
Response

| Real Time
Automation Reporting

& &

Orchestration Dashboarding

\

Threat Hunting
Defense In Depth

Zero Trust

/

POWERED BY 3

Google Cloud

%>

000

Incident Investigation Detection

Threat Hunting

00

Telemetry Aggregation Platform

<

Private Container

@ Backstory

3" Party
Verdicts/loCs

DNS DHCP SIEM
VT Metadata Endpoint Alerts

Proprietary Signals
DNS Resolutions
File Hashes
Curated Indicators

m]

A BB s

, — o" 0o
= u]

Prevent

Define user permissions and

i 1

Your Telemetry 3" Party Intelligence

Homeland
N‘r’our(‘orp ‘ N Security | dgavast l
proofpoint

Curated Intelligence

Z] VirusTotal
U Uppercase

identities, infrastructure
protection and data protection
measures for a smooth and
planned AWS adoption strategy.

(== ==
= N S —-@E
l I v /Oz Jg:)

Gain visibility into your
organization’s security posture
with logging and monitoring
services. Ingest this information
into a scalable platform for event
management, testing, and
auditing.

POWERED BY

amazon

SO

Automated incident response and

Respond

recovery to help shift the primary
focus of security teams from
response to analyzing root cause.

POWERED BY

b Microsoft

Graph Security API — 3 Party Integration

Azure Sentinel — Cloud Native SIEM and SOAR (Preview)

@\
==l L) X -
@ & {é}/@@ T~~~ Sécuri t)_/_ formationand Event Mana gem ent
\\\—//

e (SVEM: e L SANAYLICS /AL

Z&nalytics/Automation

Remediate : @ VuIn i CIOUd App
Leverage event driven : : e
automation to quickly remediate | M g mt | Securlty

Microsoft

Office 365

a8
Tagan

[ U |

and secure your AWS

_____________

environment in near real-time.

Advanced Threat Protection (ATP)

& MSSP & |



https://aka.ms/graphsecuritydocs
https://docs.microsoft.com/en-us/azure/security-center/security-center-intro
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://support.office.com/en-us/article/Office-365-ATP-for-SharePoint-OneDrive-and-Microsoft-Teams-26261670-db33-4c53-b125-af0662c34607
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/
https://www.microsoft.com/en-us/cloud-platform/cloud-app-security
https://www.microsoft.com/en-us/security/threat-protection
https://aka.ms/AzureSentinel

04 |

he present

Ese momento.... Que no podremos evitar
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04 | The present OQL&L(C%Q

Martine is teleworking during COVID-19

Malicious individuals can put you in a stressful or emergency
situation and ask you to take unusual actions: large money
transfers, extracts from HR databases, confidential client
documents, etc.

You may feel more isolated to verify the legitimacy of this
request, here are a few tips to help you get through this: r a u

In this scam, someone uses an authority report to ask you
to perform an important and unusual action in the
context of an emergency.

Climate of authority and
stress from the requester

.

Often by phone call, but

£ ,,_) « also by email

@ " Z Calm things down and

sweep doubts away

target (especially for the target cannot wait
administrative staff, (e.g. large money transfer or list (out of usual processes)

finance and HR dept.) of confidential data)

everyone is a potential abnormal / excessive situation crisis situation that \_’7
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-ormacion y Simulaciones de Ciberseguridad

Preparation

OAiu ken

Cybersecurity

The Six Steps of Incident Response ‘

Analysis Eradication

Detection Containment Recovery
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=| futuro nos Impedira técnicas actuales...

IN CASE OF
CYBERATTACK

BREAK GLASS
AND PULL CABLES

O

Aluken

Cybersecurity
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